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1. CPIC Advisory Committee

1.1 Roles and Responsibilities

a. System policy and procedural matters are approved by the CPIC Advisory Commitiee. This body is
composed of members of major city police departments in Canada and federal and provincial law
enforcement representatives, and its chair is appointed by the Commissioner of the Royal Canadian
Mounted Police. See CPIC Advisory Commitiee Charter in Appendix [-2-G.

b. As the policy-making authority, the CPIC Advisory Committee is responsible for establishing:

1. the scope and content of CPIC data banks, files, categories and records;

2. how the system is used and regulated; and

3. the criteria to determine which agencies are eligible to use the system. See Chapter 1.2,
sec. 4 Access to CPIC Data Banks for further details.

1.2 Information Technology (IT) Sub-Committee

a. The IT Sub-Committee's mandate is to:
1. recommend IT policies to the CPIC Advisory Commitiee;

2. set standards and parameters, including security, for inter-connectivity to the CPIC System for all
agencies; and

3. review and recommend information technology standards for the Canadian law enforcement
community as they relate to the CPIC system.

b. See Appendix I-2-F: Information Technology Sub-Committee Handbook for the Rules of Conduct
and IT Sub-Committee Composition.

1.3 Triumvirate

a. The Triumvirate is a body which reports to the Information Technology Sub-committee (ITSC). itis
composed of three senior members of the RCMP representing the RCMP Departmental Security of
Technical Operations, the Network Services of Infrastructure Engineering and Development and the
Director General, CPI Centre. By virtue of his existing National Police Services responsibilities with
the CPIC system, the Director General, CPI Centre has been appointed as the Chair of this group.
Members of the ITSC have the right to attend meetings of the Triumvirate.

b. The Triumvirate, on behalf of the ITSC, reviews and recommends non-standard CPIC connectivity
and general NPSNet connectivity, taking into consideration security, network issues, availability and
integrity. Also, as new issues and policy needs are identified by the Triumvirate, it will provide
recommendations to the ITSC.

c. Decisions of the Triumvirate are made by consensus. Minutes of all meetings are recorded, kept and
maintained by CPI Centre. All activities of the Triumvirate are reported to the ITSC during scheduled
meetings. Minutes are provided {o the Chair of the ITSC.
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d. Decisions of the Triumvirate may be appealed. An agency which is not satisfied with a decision may
request, via the Director General, CPI Centre, that the matter be referred to the ITSC, through the
ITSC chair, for review. If there is no satisfactory resolution of the issue, the matter shall be referred
to the Chair of the Advisory Committee who may make an immediate ruling or decide to bring the
matter to the Advisory Committee for discussion and vote. The ultimate authority, should the matter
remain unresolved, is the Commissioner of the RCMP.

€. The appeal process is available to both the agency involved and the Triumvirate.

2. CPIC Agencx Categories

2.1 Category I: Police Agency

a. Canadian - The agency has full peace officer authority provided under a Canadian federal or
provincial Police Act. The primary role of the agency is law enforcement. The police agency is
approved as a Category | agency by the CPIC Advisory Committee on the written advice of the
Director General (DG), CPI Centre, RCMP National Police Services and for CPIC purposes, the
Canadian Security Intelligence Service (CSIS).

b. Foreign - The agency has full peace officer authority provided under a Police Act. The primary role
of the agency is law enforcement.

2.2 Category Ill: Agency with Limited Law Enforcement Role

a. The agency has limited law enforcement responsibilities; its authority is provided under specific
federal and/or provincial legisiation (e.g. Customs Act, Immigration Act, Railway Act, provincial
Wildlife Acts, etc.). Law enforcement is not the primary role of the organization. Agencies granted
Category ll access will fall under one of the following sub-categories:

1. Category Il (A) - The agency has a complete range of policing responsibilities including response
to complaints from the public, patrol, traffic law enforcement and the investigation of suspected
offences which could lead to prosecution under the Criminal Code of Canada or other
federal/provincial statutes (e.g., Canadian Pacific Railway Police).

2. Category Il (B) - The agency has investigative responsibilities within the scope of the statutes that
it enforces. The investigative powers of the agency go beyond simpie monitoring, routine
inspection, or enforcement of administrative penalties and must include a range of responsibilities,
such as investigating presumed offences likely to be subject 1o prosecution under the Criminal
Code of Canada or other federal/provincial statutes (e.g. Customs and Excise, immigration
Canada).

3. Category 1l (C) - The agency is a federal correctional service, provincial correctional service, or a
provincial sheriff service.

2.3 Category lll: Agency with Role Complementary to Law Enforcement

a. The agency has no direct law enforcement authority but provides assistance to law enforcement
agencies.
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3. Characteristics of CPIC Data Banks

3.1 Investigative Data Bank Files (Characteristics)

a. Records are entered on CPIC directly by police agencies or other agencies approved by the CPIC
Advisory Committee.

b. Data integrity is controlied by the agencies and files are audited by approved audit agencies.
c. Contributing agencies are accountable to the CPIC Advisory Commiittee.
d. Information in the files is used in direct support of law enforcement investigations.

3.2 Identification Data Bank Files (Characteristics)

a. Records are entered by RCMP Information and ldentification Services on behalf of police agencies.

b. Information in the files is used to complement investigative information, for security and reliability
checks, and by the courts.

3.3 Intelligence Data Bank Files (Characteristics)

a. Records are entered by members of the police community responsible for the gathering of criminal
intelligence.

b. Data integrity is controlied by police agencies and files are audited by approved audit agencies.

c¢. Contributing agencies are accountable to Criminal Intelligence Service Canada, and to the CPIC
Advisory Committee.

3.4 Ancillary Data Bank Files (Characteristics)

a. Records are contributed by police and non-police agencies, e.g. Corrections, Motor Vehicle
Branches.

b. Data integrity for records contributed by non-police agencies is outside police control. Data integrity
for records contributed by a police agency is the responsibility of that agency. Records contributed to
a CPIC-owned file are audited by approved audit agencies.

c¢. Contributing agencies are accountable to the CPIC Advisory Committee for records contributed to a
CPIC-owned file.

d. Information in the files is used to supplement investigative information or to provide information of
general interest.

4. Access to CPIC Data Banks

4.1 Access

a. Agencies requesting access to CPIC should contact CP! Centre at RCMP Headquarters or the
nearest CPIC Field Operations Section for details on the criteria to determine eligibility.

36



[.2 - CPIC Policy

b. There are three types of access:

1. Full Access - The agency can access the Investigative, Identification and Ancillary Data Banks,
and the communications system. See aiso Interim Full Access.

2. Special Access - The agency has Full Access and, in addition, can access the Intelligence Data
Bank.

3. Limited Access - The agency is restricted to specific data banks, files, categories within files
and/or the communications system. Limited access is governed by the CPIC Advisory Committee.
Interim Full Access

¢. On the recommendation of the DG CPI Centre, the Chairperson may grant interim Full Access,
including the assignment of a terminal originator's number , fo any police agency not yet
approved by the Committee, provided the following criteria are met:

1. The agency must be a police agency as described in Chapter 1.2, sec 2.1 Category I; Police
Agency

2. The agency must provide reasonable security for CPIC files and documentation, and its
communications system.

3. The agency must operate a suitable filing system which contains sufficient documentation to
confirm a hit in a reasonable amount of time, 24 hours a day.

4. All personnel having access to the CPIC files and documentation, either directly or through an
interface, must be security-cleared through the submission of fingerprints.

Governance of Access
d. Access to Investigative Data Bank files is governed by the CPIC Advisory Committee.

e. Access to ldentification Data Bank files is governed by the Identification of Criminals Act,
supplemented by the Solicitor General's ministerial directive (see Appendix IV-1-A: Release of
Criminal Record Information), applicable provincial policy (for Province of Ontario Policy, see
Appendix 1V-1-A: Release of Criminal Record Information), and the Youth Criminal Justice Act.

f. Access to Ancillary Data Bank files is governed by the owner of the file through the owner's written
consent. The owner is responsible for validating the rights of an agency to access the file.

g. Access to Intelligence Data Bank files is governed by the Criminal Intelligence Service Canada and
the CPIC Advisory Commitiee.

4.2 Transactions Available on CPIC

a. The following transactions can be performed on the CPIC system; however, the availability of these
transactions to an individual CPIC agency is governed by the Category of the agency, see Chapter
1.2, sec 2. CPIC Agency Categories and the data bank being accessed.

Maintenance Transactions

1. Maintenance transactions:

1. Add

2. Modify

3. Locate

4. Unlocate

5. Remove

6. Transfer

7. Merge
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Query Transactions
2. Query transactions:
1. Standard
2. Special
3. Unique

4. Restricted - in some cases, the response merely acknowledges the transaction and in others, the
data disclosed is the minimum necessary to verify the existence of a hit.

Off-Line Searches
3. See Chapter 11.3, Off-Line Searches for details.
Message Transmission

4. Messaging transactions:
1. Narrative Traffic, also known as Mailbox Message;
2. Hit Confirmation, also known as Direct Delivery.

4.3 Access and Transactions Available for Category | Agencies

a. Category | agencies have Full Access and can perform:
1. all transaction types in the Investigative Data Bank files;
2. query transactions in Identification Data Bank files;
3. query transactions in Ancillary Data Bank files; and
4. message transmission and reception via the CPIC telecommunications system.

b. Category | agencies may receive 8pecial Access only when approved by the Criminal Intelligence
Service Canada.

4.4 Access and Transactions Available for Category Il Agencies

a. Category ll agencies have Limited Access and can perform the following fransactions:

1. standard query of the following Investigative Data Bank files: Persons, Vehicles, Marine and
Property;

2. standard query of the ldentification Data Bank;

3. standard query of the Ancillary Data Bank files dealing with vehicle registered owners, driver
licence information, wandering persons and inmate records, subject to such approvals as may be
required from the appropriate access authorities;

4. standard maintenance access to Persons, Vehicles, Marine and Property files of the CPIC
Investigative Data Bank in accordance with present CPIC policy (e.g. "hit" confirmation availability
24 hours per day, etc.). Maintenance access is restricted o those CPIC files and categories
relating to the agency's mandate;

5. access to the CPIC communications system.

b. Notwithstanding the access and transactions described above, the CPIC Advisory Committee may
further restrict or relax access and transaction limitations pursuant to any application for access by a
Category Il agency.
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Memorandum of Understanding (Category Hl}

c. As soon as a Category Il agency has been granted access to CPIC by the CPIC Advisory

Committee, CPI Centre provides the agency with a Memorandum of Understanding (MOU), which
outlines the specific CPIC access being allowed and requests a commitment from the agency to
adhere to CPIC policies. Once the initial MOU between the Category Il agency and CP} Centre has
been signed, any change to that MOU must be approved by the Director General, CPI Centre.

1. For example, a Category Il agency has been granted query access by the CPIC Advisory
Committee and has entered into an MOU with CP| Centre. At a later date, the agency decides
they want to be able to conduct maintenance transactions. As this would constitute a change to
the existing MOU, the agency must send a request to the Director General, CPI Centre, outlining
their business case for the change. If all the necessary criteria are met, the Director General, CPI
Centre can approve the change(s) to the MOU.

d. See Appendix I-2-B: List of Approved Category Il and lll Agencies for a list of approved Category

Il agencies and their access rights.

4.5 Access and Transactions Available for Category Ill Agencies

a. Category lll agencies have Limited Access but are generally restricted to narrative traffic and

instructional data base files only.

b. Notwithstanding the access and transactions described above, the CPIC Advisory Committee may

further restrict or relax access and transaction limitations pursuant to any application for access by a
Category 1l agency.

Memorandum of Understanding (Category lil)

c. As soon as a Category Ili agency has been granted access to CPIC by the CPIC Advisory

Committee, CPI Centre provides the agency with a Memorandum of Understanding (MOU), which
outlines the specific CPIC access being allowed and requests a commitment from the agency to
adhere to CPIC policies. Once the initial MOU between the Category 1ll agency and CPI Centre has
been signed, any change to that MOU must be approved by the Director General, CPI Centre. See
Memorandum of Understanding {Category ll) in Chapter 1.2, sec. 4.4 Access and Transactions
Available for Category Il Agencies for an example.

. See Appendix I-2-B: List of Category Ul and Il Agencies for a list of approved Category |l

agencies and their access rights.

4.6 CPIC Access Outside Canada

a. All requests for CPIC-accessible terminals outside Canada must be submitted to the Director

General, Canadian Police Information Centre, RCMP.

5. Service Level Agreement (SLA) / Use and Installation
of CPIC Equipment

5.1

A Service Level Agreement (SLA) has been agreed to and signed between the Canadian Police
Information Centre (CPI Centre) and the Chief Information Officer Sector, RCMP (CIO Sector).

The ClO Sector is responsible for the maintenance and support of the CPIC system. It is also the
maintenance and support sector for the National Police Services Network (NPSNet) infrastructure over
which CPIC data is transmitted. Maintenance and support for the NPSNet are covered under the
Standard Service Agreement published by the Network Services Branch, CIO Sector.
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Terms of the CPIC Program SLA are defined in Service Level Agreement in Appendix 1-2-H.

The CPi Centre is the point of contact for any issue relating to the Service Level Agreement and will be
responsible to liaise with the CIO Sector on behalf of the CPIC clients.

5.2 CPIC-supplied hardware, software and communications lines shall be used for CPIC purposes only.

5.3 CPI Centre provides the national communications network, CPIC software and gateway/server (first
point of access) at each Category | agency (Exception: RCMP agencies). Category | agencies are

responsible for any additional equipment (cluster/Local Area Network or LAN) and/or additional
gateways.

a. All other CPIC agencies (Category Il and Iil) are responsible for providing the necessary computer
installation to access the CPIC system. The installation includes the internal wiring required for the
agency’s computer needs, the terminals and printers, and both LAN and communication cards.

b. The Chairperson of the CPIC Advisory Committee has delegated authority to the Director General,
CPI Centre, to approve network connections, other than by an interface, for previously approved
CPIC agencies to the CPIC System and network, currently NPSNet.

54 All Category | External Systems (Interfaces) are provided the first point of access.

6. Interfaces

6.1 Interface Definition

a. An interface is any device (other than that provided by the RCMP as CPIC terminal equipment)
which acts as a direct communications link between a user or data bank and the CPIC system.

6.2 Interface Approval

a. The following interface requests are subject to the approval of the CPIC Advisory Committee:
1. requests from non-police agencies;
2. requests from agencies where some conflict of policy has been encountered.

b. Interface requests from CPIC agencies that already have access toc CPIC and meet the conditions
governing interfaces as outlined in Chapter 1.2, sec 6.3 Conditions Governing Interfaces may be
approved by the Chairperson of the CPIC Advisory Committee.

c. For approval of network connections other than by interface, see Chapter 1.2, sec 5. Service Level
Agreement (SLA} / Use and Installation of CPIC Fquipment.

6.3 Conditions Governing Interfaces
Location

a. An interface system, including a provincial corrections interface, must be under a controlied
environment approved by the CPIC Advisory Committee.

1. A controlled environment protects the interface and CPIC from accidental or deliberate compromise
of confidentiality, data integrity, and system availability and is governed by written policy. Specific
reference must be made to:

1. site organization and administration;
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